Abstract: In this paper, we propose an efficient text steganography scheme using Unicode characters which hides the secret data into the Microsoft word document. It hides the secret data into inter-word, inter-sentence, end of line and inter-paragraph spacings. Firstly, the scheme selects Unicode space characters which don't give any awkward presence on visual attacks and then, it combines the selected characters with regular space characters to map the secret data bits to each combination. It normalizes the width of the Unicode character which has larger width by reducing their font size so that their width equals the width of hair or Six-Per-Em Unicode characters. This in turn, increases hiding capacity as the number Unicode spaces which can be embedded into the end of line and inter-paragraph spacings are increased. From the experimental results, it is evident that our scheme achieves higher hiding capacity, better hiding efficiency as well as higher visual imperceptibility in comparison to other existing schemes.
I. Introduction
Steganography is a Greek term which is a combination of two words 'Stegano' and 'Graphy' which means 'covert writing' or secret writing. Steganography techniques embed the secret data into a cover media such as image, text, video, and audio. The aim of the steganography is basically to hide the secret data imperceptibly so that attacker cannot even sense the existence of secret data hidden in the media [1] . The secret data can also be in any form like image, audio, video, or text. The text is being used as covermedia to hide the secret data in the proposed scheme, that is why, our scheme is a text steganography scheme. Text steganography is one of the sensitive areas of data encoding, since the changes in the cover-media are very perceptible both in terms of syntax and semantics that's why extra attention is paid while hiding the secret data into the cover text so that meaning as well as syntax of the cover text is not awkwardly changed. The steganography schemes are basically divided into two groups: reversible steganography schemes and irreversible steganography schemes [10] . In reversible steganography schemes, the original cover image can be restored even after the extraction of the secret data at the receiver side while in irreversible schemes, restoring of cover media is not possible. In this paper, we extend the work of UniSpaCh scheme [3] to increase the data hiding capacity as well as ensure that there is no significant visual as well as semantic negative effect on the stego-text. So, we propose an efficient text steganography scheme using Unicode space characters which hides the secret data into MS word documents. The reason to consider the Microsoft Word document as the host is because 80% of the enterprises use the Microsoft Office for their worker's productivity and collaboration [11] . Additionally, Unicode space characters are efficiently being used to hide the secret data so that the hiding capacity as well as hiding efficiency is increased. It hides the secret data bits into the inter-word, inter-sentence, end of line and inter-paragraph spacings using Unicode space characters which are invisible characters. Thus, even after the secret data is concealed yet there is not any perceptible difference in the stego text. To check the quality of the proposed method, we evaluate it on security, visual imperceptibility, robustness, capacity and efficiency parameters. The rest of the paper is organized as follows. Section 2 discusses the related work. Section 3 discusses the proposed work and in section 4, discussions are given, section 5 discusses experiments and finally, in section 5, the paper is concluded.
Related work
In this section, we discuss some of the important and similar text steganography schemes to the proposed scheme. Basically, Text steganography schemes are divided into three categories: open codes, NLP (Natural Language Processing), and semagrams [15] . The schemes which prepare content of the cover text according to the secret data for hiding the same secret data come into the category of open codes schemes [14] . The NLP (natural language processing) schemes use probabilistic context-free grammar, synonym substitution, natural language generation, text paraphrasing, and sentence tree structure manipulation for hiding the secret data [7, 17] and in semagram schemes, the appearance of the cover-text is changed by adding extra spaces or tabs with predefined mapping of added characters to the secret data bits for embedding the secret data. Our proposed scheme also comes into the category of semagram scheme. The very first semagram based technique for text steganography was proposed by Bender et al. [16] . It embeds the secret data by manipulating white spaces in the text document. It uses intersentence, inter-word and end-of-line spacings for hiding the secret data bits. Kwan [4] discusses a steganographic tool named as SNOW to embed the secret data into whitespaces. It adds extra white space characters at the end of line to embed the secret data. McKellar [18] discuss a text steganography method which is known as Space mimic. Space mimic uses end-of-line spacing and inter-paragraph spacing to hide the secret data bits. The '0' and '1' bit of the secret data is mapped to the regular space characters and tab characters. Thus, it increases the data hiding capacity contrary to [4] . Murphy [6] discusses a text steganography method known as wbStego4open which uses the mixture of inter-sentence spacing and inter-word spacing for embedding the payload. Here, white space characters are substituted by an encoding value of 0x00 to hide '1' bit, or an encoding value of 0x20 to hide '0' bit of the payload. Por and Delina [5] discuss a text steganography method known as WhiteSteg which hides the secret data by using inter-word spacing and inter-paragraph spacing. It maps'0' and '1' bit of the secret data to single white space character and two white space characters respectively. Khairullah [8] discuss color based text steganography scheme for Microsoft Word documents. This scheme sets foreground colors for invisible characters such as the space or the carriage return for hiding the secret data bits. Bhaya [9] discuss a font based approach which hides the secret data bits by using mobile phone simple message service. It hides the (0,1) bit of the secret data in the cover SMS message by changing the fonts of each character using two fonts of mobile devices. Por et al. [3] discuss a Unicode space character based text steganography scheme known as UniSpaCh. UniSpaCh [3] hides the secret data bits in Microsoft Word document. The combination of Unicode space characters and regular space is used for the inter-word and intersentence spacings while Unicode space characters are directly embedded into the end of line and inter-paragraph spacings to hide the secret data. It hides almost two bits into every Unicode space character. In our proposed scheme, we extend the work of UniSpaCh [3] to increase its hiding capacity and embedding efficiency by efficiently utilizing Unicode space characters. The main reason behind extending the work of UniSpaCh [3] is its visual imperceptibility against visual attacks like DASH. So, we will also take care the imperceptibility point of the [3] while focusing on the improvement of capacity and efficiency. 3. Proposed Scheme
Our proposed scheme extends the existing UniSpaCh [3] by efficiently using the Unicode space characters. The proposed scheme hides the secret data into the Microsoft word document like UniSpaCh [3] . It uses the mixture of intersentence, inter-word, end-of-line and interparagraph spacings to embed the secret data bits. All the used spacings are shown in Fig. 1 Table II. Table III and IV contains the mapping of bits combination with the characters or combination of characters. Thus, we find that 4 bits of the secret data can be hidden into the inter-word and inter-sentence spacings and three bits can be hidden in single Unicode space characters of inter-paragraph or end of line spacings. Thus, our scheme is able to hide extra 2 bits than the UniSpaCh [3] into every inter-word and inter-sentence spacings and hides 1 bit extra into end of line and inter-paragraphs spacings. The relative spacing/width occupied by Unicode space characters is almost equal to Hair Unicode space character as shown in table II. An example of the data representation scheme is shown in Fig. 2 Step3: Othrewise get three bits from secret data and embed Unicode space character as per extracted bits and table IV. Step4: Go to the next white space character of the document and as well as to the next bit of the secret data bit stream. Step5: Repeat the step 2 to 4 till all secret data or the space characters are hidden/utilized. End
Discussions
The stego-document outputted after concealing the secret data which is randomly generated, is shown in Fig. 2 . The proposed scheme does not give any awkward alteration of the spaces or any other character/mark as evident from Fig. 2 . Thus, it is proved that our scheme is countering the visual attack i.e., DASH attack. However, there might be a case when the existence of hidden information is known to an attacker. So, to counter such attacks, the receiver and sender both can design the Table II and III collaboratively  periodically or non-periodically so that combination of mapping of the bits with the Unicode characters are changed which in turn increase the complexity of decoding the message. It usually hides 4 bits per intesentence and inter-word space and 3 bits in the rest of the spacings. Thus, it provides higher hiding capacity and efficiency when compared to the UniSpaCh [3] which hides almost two bits per Unicode space characters. Moreover, we reduces the width of Unicode space characters which increases the number of Unicode Space characters in the end-of line and inter-paragraph spacings, which in trun further increases the data hiding capacity. However, the possibility of detection of the presence of the secret data cannot be denied, if an attacker launches statistical analysis directing only at Unicode characters. However, it is not as easy as there are many technical hurdles to automate such an attack, like the attacker must be able to discriminate between semagrams schemes and other schemes like NLP, feature manipulation and header modification. Also, the document has to be parsed properly for further analysis, which is even more complicated especially when the embedding rate is low. In case the attacker overcomes the aforementioned hurdles and attempts to extract the embedded information, again it is not straight forward because the secret data can hidden by using any encoding format such as binary, hexadecimal and ASCII. Nevertheless, to counter such attacks, there are two more approaches, namely: 1) Mapping function -To complicate the decoding of the extracted data for the attacker, the receiver and sender both collaboratively can periodically or non-periodically change the design of the Tables II and III in terms of mapping. 2) Additional security layer -the bits of the secret data can be encrypted by any existing and strong encryption scheme like AES or DES, before hiding them. Thus, even if the encoded bits are revealed, the attacker still needs to crack the security layer.
Experiments
First of all, the reversibility of the scheme is verified by reconstructing the original cover text after extraction of the secret data and we find that the proposed scheme is absolutely reversible because the removal of the Unicode space characters gives the original document. Secondly, the visual imperceptibility is judged by employing DASH attack. Fig. 3 shows an output example of Microsoft Word document manipulated by the proposed scheme. Here, the show/hide formatting marks are turned on to mark the ordinary space and new line characters as '·' and ' ¶' respectively. It is observed that there is no awkward appearance of '·' or ' ¶' in Fig. 2 , which suggests imperceptibility of the embedded information. On the other hand, existence of the embedded message is immediately revealed in the case of SNOW, Space mimic, wbStego4Open and WhiteSteg schemes. 
Theoretically, we find that our scheme hides extra 2 bits into each inter-word and inter-sentence space and one bit extra into inter-paragraph and end of line spaces. Furthermore, the number of Unicode characters which can be embedded into the end of-line and inter-paragraph spaces are also increased by reducing their width contrary to UniSpaCh [3] . Thus, our scheme achieves almost double hiding capacity in comparison to the UniSpaCh [3] . Finally, we evaluate the proposed scheme on the parameter of embedding efficiency. To evaluate the performance on embedding efficiency, the UniSpaCh [3] and the proposed scheme are tested on the random texts of size 1, 4, 16, 16384 kB as the payload. The random texts are embedded into the story 'The Romance of Three Kingdom' (Nguyen, 1997) stored in Microsoft Word document format. The results and their comparison are shown in Fig. 4 . In general, the output document size of the proposed scheme is almost half of the UniSpaCh [3] document.
Regardless of the size of the secret data, the proposed scheme always produces output document of the smaller file size.
Conclusions
We proposed an efficient text steganography scheme based on Unicode space characters which hide the secret data into the Microsoft Word document. It increases the hiding capacity and embedding efficiency by efficiently utilizing the Unicode space characters. Furthermore, to increase the security, the number of combinations of the secret data bits mapping with the Unicode characters is increased. Again, to counter the DASH attack, the Unicode space characters are combined with the regular space characters so that any awkward mark/sign is avoided. Since the Unicode space characters are invisible, the changes made are not visible even after the DASH attack. Thus, our scheme achieves higher hiding capacity, better hiding efficiency as well as enough robustness. The reason behind having better hiding capacity is that it hides on average 1.75 bits extra in the spacings than the state of the art technique.
